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4 part guide to avoid installing Adware and Viruses

Disclaimer:
Advanced Solutions In Technology provides this guide as a free reference tool, and cannot be held responsible for any damage to a computer or
loss of files or functionality of a computer due to use of this guide.

4 part guide to avoid installing Adware and Viruses

Virus and Adware creators are trying hard to get people’s money. Be it by installing viruses that
monitor what is done on a computer and trying to steal information, or by installing adware
that slows down the computer and tries to get money for fake antivirus or other products.

Having a quality Antivirus is not enough to completely keep viruses and Adware at bay. No
Antivirus can detect EVERY virus, and some adware and viruses can circumvent Antivirus
Software as soon as they are clicked on.

What it comes down to is that computer users need to be informed, and be able to decide
which items should not be installed. All it takes is one mis-click, and a computer can shortly be
infected, or re-infected if it was recently cleaned.
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1. Know what the installed Antivirus and
System Update popups look like!

Some Adware and Viruses try to mimic Antivirus software to scare users into thinking their
computer is compromised so that they click on the popups. Doing this either installs a bogus
Antivirus which will take Credit Card information and say it is cleaning the computer which it
really is not, or will install other types of adware onto the computer.

The first thing to know is what the installed Antivirus popups look like. Most often there will be
an icon in the lower right hand side by the clock that will spin or change color depending on
what is going on. Popups with information about virus databases being updated may show up
in that corner above the icon. Popups about potential threats will also show up there. If a
popup shows up anywhere else on your screen, or in a browser window, it is most likely an
attempt to install a virus or adware. The “X” or “Cancel” or “Close” button should not be
clicked to close these popups. Read section 3 to learn how to close popups safely.

On the next page are some pictures of what the popups for the free version of Avast look like.
If another antivirus installed, icon and popups will be different.
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¢ avast! Information
4

Your virus definitions have been automatically
i updated.

Current version: 130829-0

C’g R 8 0 1:50 PM

8/29/2013

\ )

'; POTENTIALLY UNWANTED PROGRAM BLOCKED

(
)

i &7 avast! Web Shield has blocked a harmful webpage or file.

Object:  http://cdn.bisrv.com/sdk/binsis/2.0/BiTool.dll
Infection: Win32:Somoto-| [PUP]

Process: CA\Users\Travis\..\32bit Advanced_v424.exe
More details...>>

2:08 PM
8/29/2013

This is Avast’s warning popup stating that there may be a Potentially Unwanted Program being installed. Click on “More details” for more
information.
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j/ New updates are ready to install

- .
Updates for your computer have been downloaded from lx ”/J MNew u pdates are avallable /X

;p:slltw;?:\rl]seﬂ?date. Click here to review these updates and = Click to install them using Windows Update.

These are examples of what system update popups will look like. They will ALWAYS show up down by your clock, and seem to come from the
windows update icon. XP is on the left, Vista and 7 are on the right.

6 Java Update Available

A new version of Java is ready to be
installed!

Click here to continue.,

i) update is ready to install
Click here For detals.

'

6 QLY Ko

pai NTHEET

These are examples of what an Adobe and a Java update notification will look like on XP. Later versions of Windows will look similar. Notice
how they are down by the clock, and are coming from the Adobe and Java Icon. Adobe and Java software should be updated to help keep your
computer secure.
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2. Know what popups that can cause trouble
may look like.

Next is what popups that can install Adware or Viruses look like. Coders are always updating
these to look more and more like legitimate antivirus software, so they are constantly changing.
These popups will usually be more towards the middle of the screen so they grab a user’s
attention.

Most “Contests” that you “win” also install Adware or Viruses. The old saying is that there’s
nothing for free. That’s only partially true on the internet. You won’t get the item that is
supposedly won, but the adware and viruses are usually free

The “X” button in the upper right hand side should not be used to close the popups. Nor should
any “Cancel”, “Quit”, or “Close” buttons in the browser or popup windows be used to close
them. Coders of these popups are getting cleaver and making any attempt to close the popups
install adware or viruses. To safely close these popups read part 3.

clicking the ‘X’
installs the virus!
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clicking ‘cancel’
installs the virus!
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Advanced Virus Remover

Critical vulnerables found!

Proactive system found several active vulnerabilities on your computer
Please read the following instructions before you continue,

Your system is at risk of being damaged by existing viruses- This can lead to PC freezes, crashes,
erratic behavior and data loss. Please run virus removal tool to protect your system,

Name alert level
Email-Worm. Win32.NetSky.q High Risk
Trojan-Spy.HTML.Visafraud.a High Risk
Email-Worm Win32 NetSky.q High Risk
ExploitHTML. Asciib Low Risk
Email-Worm.VBS.SSIWG High Risk
Trnian \Win32 anent dre Midrle Rick

Security advisor: Important updates available

Attention! New important updati

New important updates available:

Yirus and spyware database is out of date.
New important updates:

- anti-virus database definitions update

- anti-spyware database definitions updates

- critical system vulnerabilities Fix
Optional updates:

- resident shield update

- Internet Explorer potential vulnerabilities Fix

M 23 Recommended: Always install latest updates to enhance
- wour computer secutity and performance

Fake virus and system warnings; read section 1 to help learn what installed antivirus and system popups look like.
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Potential Threats Detected

Severe/High alerts : 15

Medium/Low alerts : s

Passble risk level: e ey ey ey
a TOTAL YULNERABLE: 20

Recommended: Please dick "Protect Now” to enhance your PC protection against T T |
potential threats, Protect Now !

Warning! Threat detected

%) WARNING!

Scanner Report

Warning! Scan detected harmful malicious programs that can
damage your system. It is recommended to immediately remove the
belowlisted threats:

Mame Threat level
@ Trojan virtumonde Critical
& w32Nimda. J@&mm Medium
@ Trojan-Downloader. Win32. Small. dge High
& w3z Yaha.BEmm Critical
@ W32 Mypics.\Worm, 36352 Medium

@ Detected infected files: 5

Recommended: Click Repair All" to erase &l [

threats from your system Repair Al

More fake virus warnings.
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et 1o = K-

THANK YOU

June &, 2H3

CONGRATULATIONS!

Yau'we been selesled from the region ba fake part in cur annual visitar sureey.

This will orly fake 30 secands of wour time and wil enhance user experence. Upon completion
wau will hawe the opportunity ta win a |Pad Mind, a $1.000 Walmart card. or & $1,000 Visa
Card,

e e—— You have won a FREE Apple iPod!
E L [i 4GB model hoids up to 1,000 songs

More t

ry e on 1 charge

Earbud heao, belt clip, AC adapter

Click Here to Claim Your FREE Apple iPod!
*Fue particpabon 0 our program

@ Congratulations You Won!!!

l,/.,/

It is not a joke
You are the 100.000th visitor of the day!

Claim your winnings?

ot ) (o)

The only thing free from clicking on these is a virus or malware.
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3. How to safely close malicious popups.

So there are some malicious popups on the screen, but hitting the “X”, “Close”, “Quit”,
“Cancel”, or any other button may install a virus. So how does someone close these popups
safely?

Hold down the Ctrl, Alt, and Del keys at the same time on the keyboard. This will bring up a
window which will allow the opening of the “Task Manager”. After the Task Manager opens up
click on the “Processes” tab and find the process for the browser that is in use. Single click on
that process to highlight it, then click on “End Process” in the lower right hand side. This will
close that browser.

There will often be more than one instance of the browser running. It is safest to close all the
instances to prevent the popups from installing Adware or Viruses. Below are pictures which

show the steps.

Hold down the Ctl, Alt, and Del keys down at the same time.

Windows Security

Logon Information

» Change a password...

. Start Task Manager

Use the Task Manager to close an application that is not responding.

ra
E Lock Computer ’l

[ Change Password... ]

Shut Down...

Task Manager Cancel ]

After holding Ctrl, Alt, and Del, the Windows Security window/screen will show up (XP left, Vista or 7 right). Click on the circled button to start
Task Manager.
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File Options View Help

] Processes \Services | Performancel Networking | Users ‘

File Options View Help

1-920-344-0653

info@advancedsolutionsit.com
www.AdvancedSolutionsIT.com

|App|i | Processes |Services| Performance I Networking | Users ‘
Image Name User Name  CPU Memory (P... Descriptior Image Name User Name  CPU Memory (P... Descriptior
ctfmon.exe Travis 00 900K CTF Loade igfxext.exe Travis 00 1,376 K igfxext Mot
csrss.exe 01 4,540 K iexplore.exe Travis 00 6,036 K Internet Ex
Travis 25 43,904 K Google Cht iexplore.exe Travis 00 123,528 K Internet Ex
hrome.ex Travis 16 102,240 K Google Chr 1CO.exe Travis 00 1,160 K Mouse Suil
chrome.exe Travis 0o 6,220 K Google Chr googletalkplugi... Travis 00 7,472 K Hangouts F
chrome.exe Travis 00 13,860 K Google Chr gimp-2.8.exe Travis 00 37,564 K GNU Image
| chrome.exe Travis 01 7436 K Google Chr FSRremoS.EXE  Travis 00 1,612K sysinf_s
chrome.exe Travis 00 55,412K Google Chr FlashUtil32_11_... Travis 00 2,268 K Adobe® Fl
[l chrome.exe Travis 24 61,672K Google Chr FlashPlayerPlug... JTravis 00 19,108 K Adobe FIaSJ—
chrome.exe Travis 0o 6,408 K Google Chr FlashPlayerPlug... 1’ravis 00 4,160 K Adobe Flag
hrome.exeff Travis 00 5716 K Google Chr <% Travis 00 123,108K Firefox | =
Travis 00 3,488 K Bluetooth 7 EZ EXE  Travis 00 1,400 K ThinkPad E
btnman.exe Travis 00 2,020K Button Mar = explorer.exe Travis 00 52,204 K Windows E‘f
AvastULexe Travis 00 5,396 K avast! Anti’L dwm.exe Travis 00 25,044 K Desktop W
atiechoc.exe 00 1,368 K 2 DLG.exe Travis 00 1,724 K Digital Line _
;~‘ Ovena—. o Tome i = oo 2o cogl aoinan - i Tamaus w an PRy, W ...T;..,A; -
“
[ “y! Show processes from all “59"5] QPWC?SS Show processes from all usersJ < End Process ’

Processes: 121

CPU Usage: 89%

Physical Memory: 889

indows Task

File Options View Help

Processes: 112

CPU Usage: 5%

Physical Memory: 769 .

‘Applications] Processes ‘Servicesl Performance | Networking I Users |

CPU Memory (P... Descriptior

Image Name User Name
igfxext.exe Travis 00
iexplore.exe Travis 00
iexplore.exe 00
1CO.exe Trave
googletalkplugi... ~Travis 00
gimp-2.8.exe Travis 00
L FSRremoS.EXE Travis 00
Flashutil32_11_... Travis 00
[l FlashPlayerPlug... Travis 00
FlashPlayerPlug... Travis 00
firefox.exe Travis 00
EZEJMNAP.EXE Travis 00
explorer.exe Travis 00
dwm.exe Travis 00
DLG.exe Travis 00
esieyoo ecaus s

1,376 K  igfxext Mot
6,036 K Internet Ex
123, Internet Ex
1,160 K Mouse Suil
%472k Hangouts¢
37,564 K GNU Image
1,612K sysinf_s
2,268 K Adobe® FI
19,108 K Adobe Flas
4,160 K Adobe Flag|
123,108K Firefox |=
1,400 K ThinkPad E
52,204 K WindowsE
25,044 K Desktop W
1,724 K Digital Line =

PEEDYS TIETT O a—

<

1

| I3

Lﬁ' Show processes from all usersJ

End Process

Processes: 112

CPU Usage: 5%

Physical Memory: 769

When the Task Manager window opens up, click on the “Processes” tab. Then click

on the process of the browser you are using (clicking the top of the column where it says “Image Name” will sort processes alphabetically,

clicking it again will sort reverse alphabetically.) Finally click the “End Process” button to close the browser. Make all instances of the browser

are closed to get rid of all the popups.
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4. How to not install extra toolbars, etc. with
wanted software.

Many reputable software vendors are packaging their free software with installers that try to
get users to install toolbars, antivirus, and other products. They may be doing this because they
want to be sure computers are running well, or they may be doing this to get some sort of
monetization from people using and installing their free tools.

Also pay attention to which download button or link to click on the software’s download page.
Sometimes it can be difficult to select which one to click. There may also be options to bundle
other software with the download, make sure those are unselected if you don’t want them.

Either way, pay attention to what options are checked and what other software is being
installed with the software you download. Below are images of what to keep a lookout for.

cnet Download.com

3steps for RN @ iz
a faster ; it pp ey START DOWNLOAD
install & scan 2. Run the quick scan 3
3. Scan & Fix up 1o 100 erece ARO J
Hitman Pro 3 (32-bit)

A Download Now (5 15u8) = ,
R Tt soywers bee @ : n

Anti-Virus / Anti-Spyware

Average user nbng

'"* » p * Romove spymara, virusas A trojans

* Mock pop-wps & phiching sitas
See ab gser revrws .G

Correctlink

PUBLISHER'S DESCRIPTION

F1om Surtigat

& systom deagnostic s minutes

Start Download »

Q, View latgar imago

CARCK SPECS

This is a download from cnet’s Download.com. Some of the advertisements look like the download button of the software. Make sure that
there is not an “Advertisement” link above the download button you click. Some other less reputable sites leave out the “Advertisement”
notice and purposely make it confusing to find the correct download button in hopes that a pay software or virus and adware will be installed.
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Products Business solutions Support & Leamning Download Company y

Adobe My Adobe Privacy W Mycart Signin @

Adobe Reader download

Adobe Reader XI (11.0.03) 77218 RESOURCES
Your system: Windows 7, English Learn more about Adobe Reader
Do you have a different language or operating system? Adobe Reader system requirements

IT/OEM Admins - Distribute Adobe Reader
Learn more about McAfee Security Scan Plus

W McAfee® | Security Scan Plus

McAfee Security Scan Plus privacy policy
Free! McAfee Security Scan Plus check the status of your PC security

[¥] Yes, install McAfee Security Scan Plus - optional (0.9 MB)

By clicking the Download now button, you acknowledge that you have read and agree to the
Adobe Software Licensing Agreement and the McAfee Security Scan Plus License Agreement

¥ Download now

Please note, depending on your settings, you may have to temporarily
disable your antivirus software.

Additional Re:

PDF to Word Doc Converter PDF Editor Word to PDF Converter
Create Online Forms PDF Converter Convert PDF to Word Doc Electronic Signatures

@Chooseyourregion Careers Permissions and trademarks EULAs Reportpiracy Contact Adobe Security

Copyright © 2013 Adobe Systems Incorporated. All rights reserved.
Terms of Use | Privacy | Cookies

This is an example of extra software being bundled with the download. If software is already installed that takes care of the tasks listed, there
is no need to install another.
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Java Setup I&J

ORACLE

Get the best of the Web delivered to you!

Receive Facebook status updates directly in your browser, listen to thousands of top radio stations and
get easy access to search, videos, local weather and news.

[v Install the Ask Toolbar in Google Chrome
[v Set and keep Ask as my default search provider in Google Chrome

By installing this application you agree to the End User License Agreement  and Privacy Policy.
The Ask Toolbar is a product of APN, LLC.

Cancel Next >

This is an example of software that is trying to install a toolbar and also change the search provider in the browser. There can also be options to
install other software. Pay attention to what is checked, and uncheck as needed.

If there are problems with a computer, contact a professional such as Advanced Solutions In
Technology to have it looked at and repaired.
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