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How to use Malwarebytes to scan for Adware

Disclaimer:
Advanced Solutions In Technology provides this guide as a free reference tool, and cannot be held responsible for any damage to a computer or
loss of files or functionality of a computer due to use of this guide.

How to use Malwarebytes to scan for adware.

Even the most careful user can get adware on a computer. If that is the case, Malwarebytes
can be used to scan for that adware and attempt to remove it. Follow the steps below to do
just that.

1. click on the Malwarebytes shortcut on the desktop. (If not found on the desktop can be
found by clicking: “Start, All Programs, Malwarebytes’ Ant-Malware, Malwarebytes Anti-

Malware”.)

| Google Chrome -
| iSpy
I Lenovo
| Maintenance
| Malwarebytes' Anti-Malware
# Malwarebytes Anti-Malware Help
&0 Malwarebytes Anti-Malware
@ Uninstall Malwarebytes Anti-Malware
| Tools
Microsoft Office
Microsoft Silverlight
| NetObjects
| OpenDNS
PeerBlock
PowerDVD 11
I Retailman
| Shark007 Codecs
SHARP Personal MFP series
Skype
SlySoft
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2. If the “User Account Control” window pops up, click “Yes”.

3. If it asks to update the database, do so.
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4. Click on “Scan”

w8 Malware

Sconner | Protection | Updete | Ouerantine | Logs | IgnoreList | Semags | More Tools | About
L

Piease select 8 scan type below.

R

m Please s

a scan type end dlick 'Scan'. Please close

Perform quick scan
A quick scan uslizes our unique fast scanning technology to scan your system for malicious software.

© Perform full scan
Al Aquick scan

Perform flash scan
Afiosh lyze memory snd tis to.ourlicensad users

5. Fill in the check box next to each drive to scan (Usually just the system drive, which is usually
C:\), then click “Scan”.

&9 Full scan ﬂ

Selectthe drive(s) to scan.

6. Let it scan
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7. A small popup will show up after the scan is finished, close it. If threats are detected on the
main window, click on “Show Results”. If not, click “Exit”.

["‘ Malwarebytes Anti-Malware

\M #ub Malwarebyte:

Scanner | Protection | Updste | Quarantne | Logs | Ignore List | Setings | More Tools | About

Scanner
Wl || Molwerebytes Anti-Molwere is now scanning your system. Please wait unilthe scan is complete

The scan completed successfully.
Objects scanned: 376429
Objects detected: 1

Scan type: Full scan (C)

Time elapsed: 28 minute(s). 32 second(s)

Currently scanning

The sc = Click " ' to display all detected objects.
| Show Results ]
Buy Now Activate Ext

Scanner | Protection | Update | Quarantine | Logs | lgnoreList | Setings | More Tools | About

Scanner
/ L Belowis a list of malicious software found on your system. Close all unnecessary applications to ensure successful threat remaval

Remove Selected gnare Sevelog | [ Main Menu \
[ BuyNow | [ Acivate ‘ Bxil
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9. Click “OK” on the popup, Click “Close” on the main window, and read and then close the log
file.

Wms-o&zs (14-26-48)5x0 ~Twig,. |

I Edit Format View Help
|

Ma|wal’e, M3lware ware 1.75.0.1

) Vi
ANTI-MALWARE witw. malwarebytes. org

Database version: v2013.08.27.01

wWindows 7 Service Pack 1 x86 NTFS
Internet Explorer 10.0.9200.16660
Travis :: W500 [administrator]

8/29/2013 2:26:48 PM
mbam-10g-2013-08-29 (14-26-48).txt

Scenner | Proteciion | Update | Quarantine | Logs | IgnoreList | Setings | MoreTools | About |

Scanner
Below is a list of malicious software found on your system. Close all unnecessary applications to ensure successful threat removal

Scan type: Full scan (C:\|)

Scan options enabled: Memory | Sta
Registry | File System | Heuristic
Heuristics/Shuriken | PUP | PUM
Scan options disabled: P2pP

Objects scanned: 376429

Time elapsed: 29 minute(s), 32 sec

Catego Malwarebytes Anti-Malware DY L

0 All selected items have been removed successfully.

=

Memory Processes Detected: 0
(No malicious items detected)

Memory Modules Detected: 0
(No malicious items detected)

Registry Keys Detected: 0
(No malicious items detected)

Registry Values Detected: 0
(No malicious items detected)

Registry Data Items Detected: 0
(No malicious items detected)

Folders Detected: 0

10. The computer has been scanned and cleaned of Adware. If some Adware is still installed, or

there are still problems with the computer, it can be brought to a computer professional such
as Advanced Solutions In Technology.
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